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8 banks defrauded $424million from forged sale and 
purchase contracts, as well as tax invoices
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Hin Leong allegedly secured trade financing through forged 
e-mail and inter-tank certificates - $800million losses
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Commodities firm defaulted $1.5 billion of loans, obtained 
through overlapping bills of lading, or list of shipment goods
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Oil Trader Hontop Energy made ‘suspicious deals’ and transacted 
through “open account”, owes $610million to seven banks

In the first deal, CIMB agreed to finance Hontop's sale of Russian Espo 
crude onboard vessel Green Attitude to BP on an "open account" basis, 
where goods are shipped and delivered before payment is due, according to 
the affidavit.

When CIMB reached out to BP for payment in February, the oil major told 
the bank that the contract and payment for the cargo had been subject to a 
separate agreement between BP and Hontop and because it had not received 
payment from Hontop it was not obliged to pay Hontop or CIMB for the 
cargo, according to the affidavit.

BP did not specify what the agreement was about or say why it was meant to 
receive a payment from Hontop.

"It appears to be the case that, when applying for financing, Hontop 
neglected to disclose to CIMB material details about the nature of its 
agreement with BP," BP said in a Feb 20 letter to CIMB, a copy of which 
was appended to the affidavit.

In the second deal, for one million barrels of Russian Export Blend crude 
onboard vessel Gem No. 5, BP told CIMB in January that it did not enter 
into any contracts relating to this cargo.

SINGAPORE (REUTERS) - Singapore's High Court has appointed an 
independent supervisor to oversee the restructuring of oil trader Hontop Energy 
(Singapore).

Hontop, the trading arm of Chinese independent refiner China Wanda Holding 
Group, is one of four commodity trading firms in Singapore which ran into 
financial trouble as oil prices crashed. CIMB is seeking repayment of US$105 
million (S$146.5 million) it lent the company.

In the affidavit requesting the appointment of an independent supervisor to run 
Hontop's affairs, CIMB Bank detailed how it lent Hontop the money to finance 
two crude oil deals late last year in a section entitled "Suspicious transactions".

In total, Hontop owes nearly US$470 million to seven banks, according to a list 
of creditors included in the affidavit.

The deals cited by CIMB in its affidavit involved Hontop buying cargoes from 
Sugih Energy International, now known as Aeturnum Energy International, and 
telling CIMB it was reselling them to BP Singapore (BPS), a unit of BP.
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• Over USD$5 billion lost from fraudulent commodities and 
energy trading activities1

• Common malpractices includes:
o Multiple Financing in Transaction Financing 
o Fraudulent documents in Inventory Financing

• Lack of Reliable Data from the Commodity Asset Source 
(Terminals / Bunker ships / Traders) to Lenders

• Lack of Standard platform to track the transaction and its 
reliability.

Current

Issues

1. https://www.reuters.com/article/us-global-commodities-companies-scandal-idUSKBN26S0OE
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FPSO

Storage and logistics play a key role in oil industry value 
chain: terminals, barges, break-bulking
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Singapore Commodity Flow 
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Oil traders, shippers, import/exporters and their banks rely 
on logistics service providers to extend financing and credit
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However, current trading and financing market practices 
are not rigorous and rely on people/trusts

Lenders rely on borrowers based on trust and available documents 

1. Deals are silo-ed with one bank, however there is a potential for multiple financings of 
same assets. 

2. Reconciliation of the documents provided by the borrower is a responsibility of the lender.

3. Inherent opacity in commodity financing exposes lenders to a high degree of fraud risk: 
unable to verify physical oil cargo movement; non real-time info

Inventory Financing 

• Borrowing Base: 
Borrower provides the inventory documents 
and necessary backup of reporting assets.

• Bilateral: 
Transactions are not commonly verified by 
Lenders by engaging a 3rd party. 

Transaction Financing 

• Seller’s contract is used to administer 

• Validation requires buyer’s confirmation 

• Mostly physical oil business are rarely signed 
and proceeds with confirmations 

• Unlike gas and power markets, master 
agreements make up a small portion of the 
business
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Current industry practices are not digitalised and not 
validated: rely on emails, manual intervention 
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Existing industry solutions are limited: efforts by tech 
start-ups to digitize documents into smart contracts
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Existing solutions use API/block chain to prevent record 
changes, but cannot check authenticity of actual physical cargo

Digital solutions available but it is NOT standardised for all users to implement.

The Digital Platform either use REST API or Blockchain Concept for this 
solution.

The Data from the Asset Sources are still manually transmitted to the lenders, 
where the authenticity of the records are questionable.

Technology Solutions available are: 
1. Web-based Post Trade blockchain 
2. KYC & Digital Letter of Credit through Blockchain 
3. Web-based Multi-bank trade finance
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Disparate new tech solutions that offer digitisation and 
triangulation of documents are in the market

Platform to digitises trade operations, finance and logistics.

Platform to digitise the global commodities trading industry,
creating a secure, trusted ecosystem, powered by block chain,
smart contracts and machine learning.

Digital Platform enables faster and more efficient processing of 
Trade finance instruments and ensures a smooth flow of 
authenticated, secure communication.

All-in-one Konsole streamlines communications between
corporate and their banks, to generate speed and efficiency in
trade finance operations.

Analyses, maps and reconciles data from a multitude of
internal and external sources. It enables users to consume
data in any format, from any provider, resulting in significant
efficiencies and reduced operational risk.

Existing industry 
solutions may 
only address 

40% of oil 
trading and 

financing Pain 
Points
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Need for a targeted solution to authenticate the documents 
and real time physical cargo tracking

• While market Participants have recognised the problem, current solutions underway 
are complex 

• Solutions have yet to address a simplified way to capture data from a range of third-
party solutions, normalise, organise, and reconcile the data, and make the process 
transparent to lenders 

• The initiatives also require an order of magnitude change to established workflows by 
all industry participants 

• The solutions are targeting to digitise the document
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Source : AFA

Government led industry alliances were created for supply chain 
digitalization, but mainly to create a secured data sharing highway
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CDI
DATA 
HIGH
WAY

AFA’s Common Data Infrastructure (CDI) Solution: govt 
encourages players to plug in and exchange documents 
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CDI proposed commodity trade ecosystem: limited to creating 
assured platform for value chain players to exchange documents 
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How does our “Terminal IoT Connect” Solution Work: 
providing physical oil cargo tracking on real time basis

Field Device Data 
from

Oil Terminals

Terminal Management Data
from

Oil Terminals

IoT Connect
Collect, Analyze, Compile, 

Integrate, Certify & Transfer

Trusted & Genuine Data
to

Bunker Owners/ Bankers/ 
Government Agencies

1. We collect data from oil 

terminals, tankers, barges to 

ensure real time tracking of 

oil cargo, preventing 

manipulation or forgery of ITT 

documents, and inventory 

status.

2. Real time oil cargo information 

avails to terminal operator 

who can extend info to oil 

traders/oil majors, who can 

extend to their banks
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CDI
DATA 
HIGH
WAY

Rotary’s “IoT Connect” can layer with CDI and other 
market tech solutions 
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Our IoT Solution without CDI: we can operate independent 
of CDI too
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Oil Storage Terminal

Our Proposed Connectivity to CDI Data Highway

Bunker Owner BanksMPA Oil Traders

IoT Connect
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Value For Stakeholders: greatly reduce risk of oil 
cargo/trade fraud, and reduce cost of financing

Oil Terminals • Digitised documents allows transactions to be recorded and traced
• Provides real time data dashboard to monitor all transactions, providing traceability 

(In, Out, Inter-tank)
• Improved predictability of storage demand and scheduling
• Reduced risk related to bonded goods
• Standard Platform to bring Lenders and Traders onboard, improving transparency and communication
• Terminal recognised in industry as transparent and verified storage space - draws confidence from lenders when products 

are stored here. Increased volume of storage booking

Traders • Increased volume of trade
• Credible, traceable, and presentable data allows easier access to trade financing and faster processing
• Traceable data and track records allows access to more financing options
• Visibility of data improves trade predictability and ability to plan trade volume
• Controls Operation Risks by ensuring products are loaded, stored and offloaded appropriately

Lenders • Increased volume of financing with confidence from transparent and validated data
(Contract vs Physical Cargo Movement)

• Increased efficiency in processing trade financing with digitised data/ document
• Detection and Mitigation of fraudulent transactions through real time, validated cargo movements

Logistics • Traceability of goods loaded, stored, and unloading
• Reduced risk with digitised permissions management through Trade Management Data module in place of Letter of 

Indemnity

Authorities Maritime and Port Authority
• Detection and Mitigation of fraudulent transactions through the availability of real time data
Ministry of Trade and Industry
• Improved image of oil terminals and trading hub, draws investments.
Alliance for Action
• Able to bring onto CDI validated and safe data, readily available for all.
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Why Rotary?

Our Solution is Brand Neutral/ Plug and Play System
Our Solution is able to be adopted and integrated with any terminal 
management system. (e.g. Honeywell, ABB, Rockwell, Yokogawa etc.) 
Being a terminal builder, we have worked with various brands and are 
able to integrate IoT connect with all terminal management systems.

We Build Terminals
Having close to 50 years of experience in the oil and gas industry, 
Rotary knows a terminal inside-out. We acknowledge the different 
level of maturity in each terminal and are able to enable a seamless 
integration of our solution to your terminal.

Data Validation through Algorithms
With our Terminal process expertise and industry operation know-
hows, data collected from the control system are validated through 
algorithm to detect any mismatch in movement and scheduled 
operations.
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Rotary’s IoT Solution in a snapshot
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Advantages of Rotary’s IoT Solution

Monitor & 
Certify 

Transactions

Safety & 
Security

Reduces the 
gap among 

Stakeholders

Uniting all 
Levels of 

Transactions

Can be 
incorporated 
at any level



AGENDAAGENDA

• Current issues facing oil trading, 
terminal/logistics, and (exit of) commodity 
financing

• Current Practices

• Current Market Solutions and Outlook

• Rotary’s Solution

• Our technology, system architecture, user 
interfaces, algorithm



Strictly ConfidentialStrictly Confidential

Overall Architecture  - Cloud Based
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Our IoT Solution (Cloud Based)

Secured Cloud Services with 
Database

IoT Connect

Note: No Separate Physical Workstation required for Cloud based System
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Overall Architecture – On Premise 
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Data Security enabled system ensures protection of data 
through encryption and blockchain technology.

Controlled, traceable, credible 

data are secured
Shared data is consistent and 

real time
Customised data sharing 

to selected stakeholders
• Data of one terminal is NOT shared 

with another

• Data are stored and managed 
locally in Singapore. Each data owner 
maintains a unique set of data in 
their terminal ecosystem.

• Data stored are protected through 
encryption of data with block-chain 
technology.

• Data can be stored on cloud with 
persistent protection that travels 
with the data when it is shared across 
stakeholders.

• Data sharing and actions are 
recorded on blockchain creating a 
verifiable audit trail, reducing data 
modification or loss.

• Authorisation with Key Management 
System (KMS) or managing own 
encryption keys with CloudHSM
(Hardware Security Module) using 
FIPS 140-2 Level 3 validated HSMs 
enables cross-stakeholder data 
sharing while consistently maintaining 
clear ownership and privacy.

• Transport Layer Security (TLS)
breaks down information to smaller 
sizes and shares specific data to 
relevant stakeholders.
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IoT Connect Modules
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IoT Connect Modules

IoT Data Management

Trade Data Management

Transaction Trade Validation

Validation Reports

Post Trade Management

User Management
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IoT Data Management
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TGS
(Tank Gauging System)

1. Level
2. Temperature
3. Flow
4. GOV
5. TOV

Field Devices in Terminal

Distributed Control System (DCS)
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MOV
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Trade Data Management

Contracts Completed 
Orders

Inventory Logistics Trading 
Documents 

(COQ, Invoice, 
Timesheet, etc..)
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Terminal Management System (TMS)
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Transaction Trade Validation

Paper Stock 
transfer

Inter Tank 
Transfer

Ship Discharge Ship Loading

Inter Terminal
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Post Trade Management

Data 
Encryption

Digitizing the 
Trade data

Reports Data transfer
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User Management Module

Account 
Activity Log

User Account 
Management
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